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Abstract: The proliferation of Internet of Things (IoT) 

devices and networks faces challenges due to resource 

constraints on energy, memory, communication, and 

computation power. Security mechanisms in these 

networks are often neglected, leading to an increased 

risk of cyber attacks. As cyber attacks rise, there is a 

growing need to secure IoT networks with machine 

learning-based intrusion detection systems (ML-IDS) 

for higher accuracy and reduced false alarms. Existing 

benchmark datasets are outdated and lack IoT-

compatible traffic data, prompting the exploration of a 

novel dataset. The Project proposes a two-phase 

framework to detect Distributed Denial-of-Service 

(DDoS) attacks using IoT-CIDDS. In the first phase, 

algorithms are developed for dataset enrichment, 

emphasizing advanced feature engineering, statistical 

analysis, and exploration of probability distribution 

and feature correlation. In the second phase, an ML 

model is proposed, and complexity analysis is 

performed using five ML techniques. Training, 

validation, and testing datasets are created from IoT-

CIDDS. The ML models are evaluated based on 

accuracy, precision, recall, area under the curve, false 

positive rate, and computational time for training the 

classifiers. Experimental results demonstrate that 

substantial feature reduction optimizes the 

performance of ML-based IDS, specifically for 

detecting DDoS attacks in standardized IoT networks. 
And also added an ensemble methods Voting 

Classifier and Stacking CLassifier  combining the 

predictions of multiple individual models to produce a 

more robust and accurate final prediction. Voting 

Classifier and Stacking Classifier got 99%  .And also 

we can built the front end using the flask framework 

for user testing and with user authentication for Attack 

Detection in the Standardized Internet of Things 

Index terms - Distributed Denial of Service (DDoS), 

feature engineering, Internet of Things (IoT), intrusion 

detection, machine learning (ML), NIDS. 

1. INTRODUCTION 

The Internet of Things (IoT) enables a vision where 

devices with sensing, actuating, computing, and 

communication capabilities can connect with each 

other. The IoT offers realization of a number of 

modern applications available today like smart cities, 

smart transportation, smart health care, etc. The 

exponential growth of IoT is fueled by the widespread 

adoption of the Internet and the continuous 

depreciation in the cost and size of sensor technology 

during the last few decades. Other influencing factors 

include the availability of cheap Internet connections, 

development of built-in sensors in devices, the mobile 

revolution, and a multitude of companies developing 

necessary IoT applications and software. By 2030, the 

IoT will see an explosive growth, where the total 

number of Internet connected smart devices will be 

125 million [1]. The IoT is establishing itself in 

multiple domains and digitizing the physical world. 

But with digitization and the direct impact of IoT on 

physical world, concerns related to security and 

privacy are also increasing. The resource constraints, 

self-organizing, and open nature of the IoT make it 

pregnable to numerous extrinsic and intrinsic attacks. 

The literature in the field of securing the IoT networks 

is focused on first and second line of defenses 

mechanisms. The first line of defense includes 

cryptographic algorithms on encryption, 

authentication, and key exchange which are often 

absent or broken in realistic scenarios. Even in the 

presence of these algorithms, the network is vulnerable 

to internal attacks. Thus, second line of defense 

mechanisms like intrusion detection system (IDS) 

provide protection to wide variety of internal and 

external attacks. One of the most crucial and 

challenging security issues is the attack on the 

availability of resources of IoT networks with a 

Distributed Denial-of-Service (DDoS) attack, a well-
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known threat. In this work, we emphasize on securing 

the IoT networks from DDoS attacks with IDS.  

Techniques of DDoS detection include many 

approaches including machine learning (ML). Due to 

the huge data generated by IoT devices, ML 

techniques are quite helpful for continuous 

observations and in-depth analysis of IoT networks. 

Therefore, developing ML-based IDS [27, 32, 34, 35] 

seems to be a promising solution to secure IoT 

networks. ML-based algorithms, however, require 

data to be trained on and, thus, there is a need for IoT 

network traffic data set. As IoT consists newer 

protocols, there is a lack of appropriate data sets for 

training and evaluating ML-based IDS. Due to the 

deficiency of authentic IoT data sets, ML-based IDS 

lacks accurate and uniform performance 

advancements.  

To address this issue, we explore a novel cross layer 

intrusion detection data set for IoT (IoT-CIDDS) 

based on standardized IoT protocol stack [2] proposed 

by us in our previous work in [3]. The data set 

addresses the gaps in existing IoT data sets by 

simulating IoT network with border router, sensor 

nodes, and wired and wireless connection links and 

explores five DDoS attacks in IoT [1, 2, 4, 6, 7, 8, 10], 

namely, hello flooding (HF), UDP flooding, selective 

forwarding (SF), Blackhole (BH), and the ICMPv6 

flooding attack. IoT-CIDDS data set is publicly 

available1 and includes traffic for nodes ranging from 

10 to 100. For DDoS detection, data sets are usually 

considered for evaluation and creation of ML models. 

However, in this work, our emphasis is to study feature 

engineering on IoT-CIDDS followed by ML for DDoS 

detection. The complete analysis is mapped on the 

proposed holistic framework of feature engineering for 

obtaining significant features and adaptability of ML 

models after optimal tuning of hyperparameters. This 

leads us to a comprehensive approach for selection of 

significant features for each attack and, thus, 

considerable reduction in processing overhead while 

training the model. 

2. LITERATURE SURVEY 

With the widespread expansion of internet connected 

devices, securing the Internet of Things (IoT) [1, 2, 4, 

6, 7, 8, 10], has become one of the biggest challenges 

and a crucial issue for ensuring a secure and robust IoT 

vision. The usage of adhoc topologies and the resource 

constraints of IoT devices and networks makes first 

line of defense mechanisms like cryptography 

unsuitable to implement. Therefore, second line of 

defense mechanisms such as the intrusion detection 

system become fundamental to detect attacks. In this 

work [3], we propose IoT-Sentry, a cross-layer 

intrusion detection system to detect five different 

attacks with zero additional overhead. Also, there is a 

lack of rich, illustrative and concise public datasets in 

IoT for evaluation of intrusion detection models for 

IoT networks [3]. Our research work fills this research 

gap by (1) developing a novel cross-layer IoT dataset 

which contains four simulation instances for the five 

attacks in static IoT networks with up to 100 nodes, (2) 

utilize novel features of cross-layer attacks, and (3) 

employ ensemble learning model to detect IoT attacks. 

In our work, the Cooja IoT [1] simulator has been 

utilized for generating malicious and benign traffic. 

The IoT attack dataset is then analyzed and fed into 

centralized detection module implemented at the 

6LoWPAN border router. On evaluation, IoT-Sentry 

achieves on average an accuracy of 99% for 4 out of 5 

attacks. To the best of our knowledge, this is the first 

time that cross layer intrusion detection system 

catering to five attacks from different layers is 

developed for securing standardized IoT networks. 

Campuses and cities of the near future will be 

equipped with vast numbers of IoT devices [1, 2]. 

Operators of such environments may not even be fully 

aware of their IoT assets, let alone whether each IoT 

device is functioning properly safe from cyber-attacks. 

This paper proposes the use of network traffic 

analytics to characterize IoT devices, including their 

typical behaviour mode [4]. We first collect and 

synthesize traffic traces from a smart-campus 

environment instrumented with a diversity of IoT 

devices including cameras, lights, appliances, and 

health-monitors; our traces, collected over a period of 

3 weeks, are released as open data to the public. We 

then analyze the traffic traces to characterize statistical 

attributes such as data rates and burstiness, activity 

cycles, and signalling patterns, for over 20 IoT devices 

[4, 7] deployed in our environment. Finally, using 

these attributes, we develop a classification method 

that can not only distinguish IoT from non-IoT traffic, 

but also identify specific IoT devices with over 95% 

accuracy. Our study empowers operators of smart 

cities and campuses to discover and monitor their IoT 

assets based on their network behaviour. 

The high number of vulnerabilities in Internet of 

Things devices has created malware-prone networks. 

A type of malware that imposes a serious threat to the 

Internet security is known as botnets. This malware 

exploits some vulnerabilities of IoT devices [12, 21] to 

infect them and perform large-scale Distributed Denial 

of Service attacks, affecting many users who depend 

on their services. [6] This work presents the 

construction of an experimental environment to 
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generate a dataset that contains data from a real IoT 

device that was infected by botnet malware in a 

laboratory. The dataset can be used to support the 

development of defence tools for IoT devices to 

identify botnets, as it contains network traffic and 

host-based features, such as, CPU and memory usage. 

The dataset and network environment files are 

available for the research community. 

Cyber threats are a showstopper for Internet of Things 

(IoT) has recently been used at an industrial scale. 

Network layer attacks on IoT [21] can cause 

significant disruptions and loss of information. Among 

such attacks, routing attacks are especially hard to 

defend against because of the ad-hoc nature of IoT 

systems and resource constraints of IoT devices. 

Hence, an efficient approach for detecting and 

predicting IoT attacks is needed. Systems 

confidentiality, integrity and availability depends on 

continuous security and robustness against routing 

attacks. [7] We propose a deep-learning based 

machine learning method for detection of routing 

attacks for IoT. In our study, the Cooja IoT  [12] 

simulator has been utilized for generation of high-

fidelity attack data, within IoT networks ranging from 

10 to 1000 nodes. We propose a highly scalable, deep-

learning based attack detection methodology for 

detection of IoT routing attacks which are decreased 

rank, hello-flood and version number modification 

attacks, with high accuracy and precision. Application 

of deep learning for cyber-security in IoT requires the 

availability of substantial IoT attack data and we 

believe that the IoT attack dataset produced in this 

work can be utilized for further research. 

The Internet of Things (IoT) is a reality that changes 

several aspects of our daily life, from smart home 

monitoring to the management of critical 

infrastructure. The “Routing Protocol for low power 

and Lossy networks” (RPL) is the only de-facto 

standardized routing protocol in IoT networks and is 

thus deployed in environmental monitoring, 

healthcare, smart building, and many other IoT 

applications [22, 23, 25, 28]. In literature, we can find 

several attacks aiming to affect and disrupt RPL-based 

networks. Therefore, it is fundamental to develop 

security mechanisms that detect and mitigate any 

potential attack in RPL-based networks. Current state-

of-the-art security solutions deal with very few attacks 

while introducing heavy mechanisms at the expense of 

IoT devices and the overall network performance. In 

this work [8], we aim to develop an Intrusion 

Detection System (IDS) capable of dealing with 

multiple attacks while avoiding any RPL overhead. 

The proposed system is called DETONAR - DETector 

of rOutiNg Attacks in Rpl - and it relies on a packet 

sniffing approach. DETONAR uses a combination of 

signature and anomaly-based rules to identify any 

malicious behavior in the traffic (e.g., application and 

DIO packets). To the best of our knowledge, there are 

no exhaustive datasets containing RPL traffic for a 

vast range of attacks. To overcome this issue and 

evaluate our IDS, we propose RADAR - Routing 

Attacks DAtaset for Rpl: the dataset contains five 

simulations for each of the 14 considered attacks in 16 

static-nodes networks. DETONAR’s attack detection 

exceeds 80% for 10 attacks out of 14, while 

maintaining false positives close to zero. 

3. METHODOLOGY 

i) Proposed Work: 

The proposed system is a feature engineering and 

machine learning framework for detecting DDoS 

attacks in IoT networks using the IoT-CIDDS dataset 

[2, 3]. It consists of two phases: data set enrichment 

and advanced feature engineering, and the 

development of a machine learning model. The 

framework optimizes the performance of ML-based 

IDS for detecting DDoS attacks in standardized IoT 

networks. The implementation incorporates ensemble 

methods Voting Classifier and Stacking Classifier, 

achieving an impressive 99% accuracy in attack 

detection within standardized Internet of Things (IoT) 

networks. These ensemble methods combine 

predictions from multiple individual models, 

enhancing the overall robustness and accuracy of the 

intrusion detection system. To make this technology 

accessible and user-friendly, a front-end application is 

developed using the Flask framework, providing a web 

interface for users to test and interact with the system. 

Additionally, user authentication features are 

integrated to ensure secure access, enhancing the 

overall usability and reliability of the attack detection 

system in real-world IoT environments. 

ii) System Architecture: 

ML algorithms, in conjunction with feature 

engineering can be employed to achieve the best 

detection in a particular data set. This study proposes 

a holistic framework that includes a detailed 

examination of features followed by ML 

optimizations. It underlines the need of dealing with 

the problem of overfitting in ML outcomes [10] . Fig. 

1 depicts the suggested framework. The proposed 

framework ensures that features are treated 

systematically according to the type of attack in IoT-

CIDDS. The framework can be generalized to any data 
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set for removing inbuilt problems in data like 

skewness for later phases of ML. After statistical 

exploration of features in the data set, features are 

normalized and selected for further analysis by ML 

algorithms. In Fig. 1, five ML algorithms are shown 

but the framework can be extended to any ML 

algorithm whether supervised, unsupervised or semi-

supervised. Here, the emphasis is laid on supervised 

ML techniques because of the nature of data set under 

consideration where the labeling attribute is available. 

 

Fig 1 Proposed architecture 

iii) Dataset collection: 

The dataset used in the project, IoT-CIDDS[2, 3], is a 

novel cross-layer intrusion detection dataset for IoT 

networks. It simulates diverse IoT network scenarios 

with border routers, sensor nodes, and wired/wireless 

connections, including traffic for nodes ranging from 

10 to 100, and addresses deficiencies in existing 

datasets by providing realistic IoT-compatible traffic 

data for evaluating machine learning-based intrusion 

detection systems. 

 

Fig 2 CIDDS dataset 

iv) Data Processing: 

Data processing involves transforming raw data into 

valuable information for businesses. Generally, data 

scientists process data, which includes collecting, 

organizing, cleaning, verifying, analyzing, and 

converting it into readable formats such as graphs or 

documents. Data processing can be done using three 

methods i.e., manual, mechanical, and electronic. The 

aim is to increase the value of information and 

facilitate decision-making. This enables businesses to 

improve their operations and make timely strategic 

decisions. Automated data processing solutions, such 

as computer software programming, play a significant 

role in this. It can help turn large amounts of data, 

including big data, into meaningful insights for quality 

management and decision-making. 

v) Feature selection: 

Feature selection is the process of isolating the most 

consistent, non-redundant, and relevant features to use 

in model construction. Methodically reducing the size 

of datasets is important as the size and variety of 

datasets continue to grow. The main goal of feature 

selection is to improve the performance of a predictive 

model and reduce the computational cost of modeling. 

Feature selection, one of the main components of 

feature engineering, is the process of selecting the 

most important features to input in machine learning 

algorithms. Feature selection techniques are employed 

to reduce the number of input variables by eliminating 

redundant or irrelevant features and narrowing down 

the set of features to those most relevant to the 

machine learning model. The main benefits of 

performing feature selection in advance, rather than 

letting the machine learning model figure out which 

features are most important. 

vi) Algorithms: 

1. DECISION TREE: 

Decision Tree is a Supervised learning technique that 

can be used for both classification and Regression 

problems, but mostly it is preferred for solving 

Classification problems. It is a tree-structured 

classifier, where internal nodes represent the features 

of a dataset, branches represent the decision 

rules and each leaf node represents the outcome.In a 

Decision tree, there are two nodes, which are 

the Decision Node and Leaf Node. Decision nodes are 

used to make any decision and have multiple branches, 

whereas Leaf nodes are the output of those decisions 

and do not contain any further branches. The decisions 

or the test are performed on the basis of features of the 

given dataset. It is a graphical representation for 

getting all the possible solutions to a problem/decision 

based on given conditions [43] . 
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Fig 3 Decision tree 

2. LOGISTIC REGRESSION: 

Logistic regression is one of the most popular Machine 

Learning algorithms, which comes under the 

Supervised Learning technique. It is used for 

predicting the categorical dependent variable using a 

given set of independent variables. Logistic regression 

predicts the output of a categorical dependent variable. 

Therefore the outcome must be a categorical or 

discrete value. It can be either Yes or No, 0 or 1, true 

or False, etc. but instead of giving the exact value as 0 

and 1, it gives the probabilistic values which lie 

between 0 and 1. Logistic Regression is much similar 

to the Linear Regression except that how they are used. 

Linear Regression is used for solving Regression 

problems, whereas Logistic regression is used for 

solving the classification problems.In Logistic 

regression, instead of fitting a regression line, we fit an 

"S" shaped logistic function, which predicts two 

maximum values (0 or 1 

Fig 4 Logistic regression 

3. MLP: 

Multi-Layer perceptron defines the most complex 

architecture of artificial neural networks. It is 

substantially formed from multiple layers of the 

perceptron MLP networks are used for supervised 

learning format. A typical learning algorithm for MLP 

networks is also called back propagation's 

algorithm.A multilayer perceptron (MLP) is a feed 

forward artificial neural network that generates a set of 

outputs from a set of inputs. An MLP is characterized 

by several layers of input nodes connected as a 

directed graph between the input nodes connected as a 

directed graph between the input and output layers. 

MLP uses backpropagation for training the network. 

MLP is a deep learning method [27]. 

 

Fig 5 MLP 

4.SUPPORTVECTORMACHINEALGORITHM

S  

Support Vector Machine or SVM is one of the most 

popular Supervised Learning algorithms, which is 

used for Classification as well as Regression problems. 

However, primarily, it is used for Classification 

problems in Machine Learning.The goal of the SVM 

algorithm is to create the best line or decision 

boundary that can segregate n-dimensional space into 

classes so that we can easily put the new data point in 

the correct category in the future. This best decision 

boundary is called a hyperplane.SVM chooses the 

extreme points/vectors that help in creating the 

hyperplane [27]. 

 

Fig 6 SVM 

5. RANDOM FOREST: 
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Random Forest is a popular machine learning 

algorithm that belongs to the supervised learning 

technique. It can be used for both Classification and 

Regression problems in ML. It is based on the concept 

of ensemble learning, which is a process 

of combining multiple classifiers to solve a complex 

problem and to improve the performance of the model. 

As the name suggests, "Random Forest is a classifier 

that contains a number of decision trees on various 

subsets of the given dataset and takes the average 

to improve the predictive accuracy of that 

dataset." Instead of relying on one decision tree, the 

random forest takes the prediction from each tree and 

based on the majority votes of predictions, and it 

predicts the final output. The greater number of trees 

in the forest leads to higher accuracy and prevents 

the problem of overfitting [43]. 

 

Fig 7 Random forest 

6. STACKING CLASSIFIER: 

Stacking is one of the popular ensemble modeling 

techniques in machine learning. Various weak 

learners are ensembled in a parallel manner in such a 

way that by combining them with Meta learners, we 

can predict better predictions for the future. This 

ensemble technique works by applying input of 

combined multiple weak learners' predictions and 

Meta learners so that a better output prediction model 

can be achieved. In stacking, an algorithm takes the 

outputs of sub-models as input and attempts to learn 

how to best combine the input predictions to make a 

better output prediction. Stacking is also known as a 

stacked generalization and is an extended form of the 

Model Averaging Ensemble technique in which all 

sub-models equally participate as per their 

performance weights and build a new model with 

better predictions. This new model is stacked up on top 

of the others; this is the reason why it is named 

stacking. 

 

Fig 8 Stacking classifier 

7.  VOTING CLASSIFIER : 

A voting classifier is a machine learning model that 

gains experience by training on a collection of several 

models and forecasts an output (class) based on the 

class with the highest likelihood of becoming the 

output. To forecast the output class based on the 

largest majority of votes, it averages the results of each 

classifier provided into the voting classifier. The 

concept is to build a single model that learns from 

various models and predicts output based on their 

aggregate majority of votes for each output class, 

rather than building separate specialized models and 

determining the accuracy for each of them [32]. 

 

Fig 9 Voting classifier 

4. EXPERIMENTAL RESULTS 

Precision: Precision evaluates the fraction of correctly 

classified instances or samples among the ones 

classified as positives. Thus, the formula to calculate 

the precision is given by: 

Precision = True positives/ (True positives + False 

positives) = TP/(TP + FP) 
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Fig 10 Precision comparison graph 

Recall: Recall is a metric in machine learning that 

measures the ability of a model to identify all relevant 

instances of a particular class. It is the ratio of correctly 

predicted positive observations to the total actual 

positives, providing insights into a model's 

completeness in capturing instances of a given class. 

 

 

Fig 11  Recall comparison graph 

Accuracy: Accuracy is the proportion of correct 

predictions in a classification task, measuring the 

overall correctness of a model's predictions. 

 

 

Fig 12 Accuracy graph 

F1 Score: The F1 Score is the harmonic mean of 

precision and recall, offering a balanced measure that 

considers both false positives and false negatives, 

making it suitable for imbalanced datasets. 

 

 

Fig 13 F1Score 

 

 

Fig 19 Predict result for given input 

5. CONCLUSION 

The successful implementation of the ML-based IDS 

[32, 34, 35] is crucial for enhancing the security of IoT 
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networks, preventing and mitigating potential 

Distributed Denial-of-Service (DDoS) attacks. This is 

particularly significant as IoT devices become more 

integrated into daily life and critical infrastructure. The 

insights into feature engineering techniques offer a 

practical guide for optimizing Machine Learning (ML) 

models used in intrusion detection. This is essential for 

achieving accurate and efficient DDoS detection while 

reducing processing overhead, making it applicable to 

resource-constrained IoT environments [1, 3]. The 

algorithm, utilizing ensemble methods, achieved an 

impressive 99% accuracy in attack detection. Through 

user-friendly front-end testing with input feature 

values, its robust and reliable performance 

underscores its effectiveness and real-world 

applicability. The integration of Flask and SQLite for 

user authentication adds a practical dimension to the 

project. This feature makes the developed framework 

user-friendly and accessible, benefiting administrators 

and security personnel responsible for managing and 

monitoring IoT networks [4, 6]. The project's 

outcomes are beneficial to researchers, cybersecurity 

professionals, IoT device manufacturers, and 

organizations utilizing IoT technologies. It provides a 

valuable resource for understanding and implementing 

effective DDoS detection mechanisms in the rapidly 

growing IoT landscape, ultimately contributing to a 

more secure and resilient digital ecosystem. 

6. FUTURE SCOPE 

Future enhancements could involve incorporating 

advanced machine learning techniques or deep 

learning models to further improve the accuracy and 

efficiency of intrusion detection in IoT networks. 

Exploring novel algorithms and architectures may 

contribute to more robust security solutions. 

Extending the project to enable real-time monitoring 

and response capabilities would be a valuable future 

scope. Implementing mechanisms for immediate 

threat detection and mitigation in dynamic IoT 

environments could enhance the overall security 

posture [12, 21]. As IoT protocols continue to evolve, 

ensuring the project's scalability to adapt and integrate 

with emerging standards will be crucial. Supporting a 

wide range of IoT protocols will enhance the 

applicability of the intrusion detection system across 

diverse IoT ecosystems [22, 23]. Future efforts could 

involve collaboration with industry stakeholders to 

validate and implement the proposed intrusion 

detection system in real-world IoT deployments. 

Practical implementations and feedback from industry 

partners would provide valuable insights for further 

refinement and optimization of the system. 
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